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Abstract. As the network security gradually deviates from the virtual
environment to the real environment, the security problems caused by
abnormal users in social networks are becoming increasingly prominent.
These abnormal users usually form a group which can be regarded as
an isolated network. This paper aims to detect the isolated maximal
cliques from a dynamic social network for identifying the abnormal users
in order to cut off the source of fake information in time. By virtue
of concept stability, an isolated maximal clique detection approach is
proposed. Experimental results shown that the proposed algorithm has
a high F-measure value for detecting the isolated maximal cliques in
social network.
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1 Introduction

5G technology not only will comprehensively promote the development of the
Internet of Things, big data and artificial intelligence, but also will further
enhance the degree of integration between the network and the entity. Thus,
network security will gradually deviate from the virtual environment and move
to the real environment. For instance, the security problems caused by abnormal
users in social networks are becoming increasingly prominent. By establishing a
large number of fake users and stealing normal users, criminals push fake adver-
tisements or phishing websites on social networks, and organize “water army”
to post malicious comments. Incidents of normal users being deceived in social
networks often occur, causing that normal users have a crisis of trust in social
networks. In fact, abnormal users usually have some hidden common charac-
teristics. For example, the IP addresses of some abnormal users are the same.
Therefore, identifying and detecting abnormal users to ensure user safety in
social networks is a key issue by data mining and other techniques.

Actually, these abnormal users usually have the following characteristics: 1)
abnormal users usually rarely establish contact with normal users; 2) there are
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usually some hidden connections among abnormal users. Abstractly, these abnor-
mal users usually form a group which can be regarded as an isolated network. It
implies that the abnormal user data represents the outlier data that are inconsis-
tent with other existing data models in social network analysis. Outlier mining
is an important research field of data mining. Outliers contain some potentially
valuable information: isolated clique helps both in getting faster algorithms than
for the enumeration of maximal general cliques and in filtering out cliques with
special semantics [5]. This paper aims to extract as much potential information
as possible with focus on the dynamic isolated cliques detection.

Social networks usually consist of nodes, such as social members or organi-
zations, and edges indicating the relationships between these social members.
Generally, a social network is mathematically formalized as a graph G = (V,E)
where V denotes the set of objects and E denotes the set of relationships
between objects. There are two types of social networks: static social network
and dynamic social network. In the real world, most social networks are dynam-
ically evolving, that is, the nodes in the network often change, and the rela-
tionships among nodes also often change. For instance, a newcomer joins an
existing community, or someone in a community may be affected by a specific
event and migrate to another community. As the ownership of the nodes changes
constantly, so does the structure of the network.

Clique is a common existing topological structure in the network. It is com-
posed of nodes and their common attributes and reveals the characteristics of
social networks and the commonality of groups. Clique detection not only plays
an important role in many applications, such as recommendation system [13]
and public opinion monitoring, but also provides an effective coarse knowledge
granularity for understanding social network structure [3]. However, finding a
maximum clique is not only NP-hard but also hard to approximate within a
factor of n(1−ε) [8]. There are numerous computational approaches for maximal
clique finding and enumeration. Ito, Iwama and Osumi [7] studied the linear-
time enumeration of isolated cliques. Roughly speaking, isolation means that
the connection of the maximal clique to the rest of the graph is limited, that is,
there are few edges with one endpoint in the clique and one endpoint outside
the clique [14].

Formal Concept Analysis (FCA) as a categorization method aims at grouping
objects described by common attributes [9]. In this framework, a category is
more precisely defined as a maximal set of objects sharing a maximal set of
attributes. As far as we know, there is no previous work on isolated maximal
clique detection using FCA. With the help of FCA’s powerful analysis ability, our
recent research [4] has proved that a particular concept, called the equiconcept
in a concept lattice represents the maximal cliques of social graph. This paper
can be considered a continuation of previous work. Specifically, this paper takes
into account the dynamic environment and focuses on the detection and changes
of isolated maximal cliques under dynamic social networks by using concept
stability. Concept stability is an effective measure of FCA for selecting interesting
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concepts and noise reduction [11]. And it reflects the dependency of the intent
on the particular object of the extent [16].

Different from the existing algorithms on maximal clique detection, we
adopt the concept stability measure for mining isolated maximal cliques from a
dynamic social network. The major contributions of this paper are summarized
as follows:

– Our research scenario is a dynamic social network, which is closer to the
actual situation. Then, by using the concept stability, the bridge between
FCA and network topology, isolated maximal cliques can be easily detected
in dynamic situations.

– A concept stability based isolated maximal cliques detection approach is pro-
posed. First, we propose and prove the concept stability based isolated maxi-
mal cliques detection theorem. Besides, some interesting properties of concept
stability are presented as well. Then, based on the proposed theorem, an algo-
rithm of detecting isolated maximal clique with concept stability is devised.

– We conduct the experiments on two classical networking datasets for vali-
dating the effectiveness of the proposed algorithm. Experimental results have
shown the proposed algorithm has a high F-measure value for detecting the
isolated maximal cliques in social network.

The remainder of this paper is structured as follow. Section 2 sketches the
preliminaries about clique, FCA and concept stability. Then, the problem def-
inition of isolated maximal clique detection is presented in Sect. 3. Section 4
describes concept stability based isolated maximal clique detection approach
from a dynamic social network. Experimental results are reported in Sect. 5.
Finally, Sect. 6 concludes this paper.

2 Preliminaries

In this section, we briefly outline the key notions used in the rest of this paper,
including three aspects: clique, FCA and concept stability.

2.1 Clique

Definition 1. [3] (Clique): Given an undirected graph G = (V,E), a clique Q ⊆
G is a subset of the vertices such that every two distinct vertices are adjacent.

Definition 2. [4] (Maximal Clique): Given an undirected graph G = (V,E), a
clique Q ⊆ G is maximal if it cant be extended by including one more adjacent
vertex.

Definition 3. [6] (Isolated Maximal Clique): Let G = (V,E) be an undirected
graph. A maximal clique Q ⊆ G is isolated if for any two vertices vi ∈ V , vj /∈ V ,
there doesn’t exist an edge (vi, vj) ∈ E. That is, there is no edge that connects
an object in the maximal clique to any object outside it.
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2.2 FCA

Formal Concept Analysis (FCA) is a mathematical theory oriented at data analy-
sis and visualization. It provides tools for understanding the data by representing
it as a hierarchy of concepts or, more exactly, a concept lattice.

Definition 4. [3] (Formal Context): A formal context is formed as a triple K =
(U,A, I), where U is a set of objects, A represents a set of attributes, and I is the
binary relation between U and A (i.e.., I ⊆ O ⊗ A). Suppose o ∈ U and a ∈A, each
(o, a)∈ I denotes that object o has the attribute a, otherwise (o, a) /∈ I.

(a) Formal Context. (b) Concept Lattice.

Fig. 1. Example of formal context and its corresponding concept lattice.

Example 1. Figure 1(a) shows a formal context. The set of objects U and the set
of attributes A are {1, 2, 3, 4, 5}, and in which “×” denotes that there exists the
binary relation between U and A. For example, the object “1” has the attributes
“1” and “2”.

Definition 5. [3] For a formal context K = (U,A, I), the operators ↑ and ↓ on
X ⊆ U and Y ⊆ A are respectively defined as

X↑ = {a ∈ A|∀x ∈ X, (x, a) ∈ I} (1)

Y ↓ = {x ∈ U |∀a ∈ Y, (x, a) ∈ I} (2)

∀x ∈ U , let {x}↑ = x↑, and ∀a ∈ A, let {a}↓ ∈ a↓.

Definition 6. [3] (Concept): For a formal context K = (U,A, I), if (X,Y )
satisfies X↑ = Y and Y ↓ = X, (X,Y ) is called a concept, X is the extent of the
concept, Y is the intent of the concept.
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Definition 7. [3] (Equiconcept): For a formal context K = (U,A, I), if (X,Y )
satisfies X↑ = Y , Y ↓ = X and X = Y , (X,Y ) is called an equiconcept, where
X is called extent, and Y is called intent.

Definition 8. (Timed Equiconcept): A equiconcept < (X,Y ), t > is timed with
t means that the concept (X,Y ) is an equiconcept at time t. In the remainder,
we use abbreviation form < X, t > for timed equiconcept.

Definition 9. [3] Let C(K) denote the set of all formal concepts of the formal
context K = (U,A, I). If (X1, B1), (X2, B2) ∈ C(K), then let

(X1, B1) ≤ (X2, B2) ⇔ X1 ⊆ X2(⇔ B1 ⊇ B2) (3)

then “≤” is a partial relation of C(K).

Definition 10. [3] (Concept Lattice): A concept lattice L = (C(K),≤) can be
obtained by all formal concepts C(K) of a context K with the partial order ≤.
Its graphical representation is a Hasse diagram.

Example 2. Figure 1(b) illustrates the concept lattice for the context of Fig. 1(a).
Each blue node represents a concept. The upper labels and lower labels of the
nodes represent intents and extents of the concepts, respectively. Thus, we can
obtain equiconcepts ({1, 2}, {1, 2}), ({3, 4}, {3, 4}) and ({4, 5}, {4, 5}).

2.3 Concept Stability

Definition 11. (Stability): Given a formal context K = (U,A, I) and a concept
c = (X,Y ) of K. The intensional stability essentially depicts a proportion of the
subsets of X whose closure is equal to Y . It is defined as follows [1,10]:

σ (c) =

∣
∣
{

x ∈ ϕ (X) |x↑ = Y
}∣
∣

2|X| (4)

Actually, intensional stability measures the dependency between the intent Y and
the object of the extend X. The stability index [15] can be computed by locating the
closed set X ′s associated minimal generator. In this paper, we calculate concept
stability by invoking the DFSP algorithm [15] that is the first algorithm handles
efficiently and straightforwardly concept stability computation.

3 Problem Statement

In this paper, we will mainly investigate how to detect the isolated maximal
clique in a dynamic social network by using the theory of FCA and concept
stability. A formal description of this problem is given below.

Given a dynamic social network G = {G1, G2, G3 . . . Gt}, where Gt = (Vt, Et)
represents the network structure at time t. The Gt at each moment can be
regarded as a static network in which the vertices set Vt includes the individuals
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in the social network, and the edge set Et = {(v, w)|v, w ∈ Vt)} represents the
relationship between individuals. The isolated maximal clique detection prob-
lem is to detect all isolated maximal clique at every moment by using unique
properties of concept stability.

In order to illustrate the problem addressed in this paper, a simple example
of isolated maximal clique identification is given in Fig. 2.

Example 3. Figure 2 is a topology graph of a dynamic network G = {Ga, Gb} at
different time slots. The shadow part ({8, 9, 10}) represents the isolated maximal
clique at time a. When the time goes from a to b, the node 11 is added. Obviously,
maximal isolated cliques ({8, 9, 10}) are changing to ({8, 9, 10, 11}) over time.

(a) ta (b) tb

Fig. 2. Simple example of isolated maximal clique detection.

4 Concept Stability Based Isolated Maximal Clique
Detection

This section provides a new isolated maximal clique detection approach based on
concept stability. To clarify our approach, we will detail our study through the
following issues: 1) construct formal contexts for a dynamic social network; 2)
explore the relation between concept stability and network topology; 3) propose
an algorithm for detecting isolated maximal clique.

4.1 Formal Context Construction from Dynamic Social Network

We divide the dynamic social network G = {G1, G2, G3 . . . Gt} into t (t is the num-
ber of time nodes) static network Gt according to the time nodes. A static social
network Gt can be formalized as a classical mathematical relationship visualized as
an undirected graph. We utilize the modified adjacency matrix as a formal context
of Gt. Then, by invoking incremental concept lattice generation algorithm, we get
all concepts and construct the concept lattice of static network Gt.

The modified adjacency matrix is defined as follows:
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Definition 12. [3] (Modified Adjacency Matrix): Let G be a graph with n ver-
tices that are assumed to be ordered from v1 to vn. The n×n matrix A′ is called
a modified adjacency matrix, in which

A′ =

⎧

⎪⎨

⎪⎩

aij = 1 if there exists an edge from vi to vj and i �= j

aij = 1 if i = j

aij = 0 otherwise
(5)

Example 4. Continue Example 3, the constructed formal context Ka is presented
in Table 1. And then we build the corresponding concept lattices La as shown
in Fig. 3.

Table 1. Formal context Ka of Ga.

Ga 1 2 3 4 5 6 7 8 9 10

1 × × × ×
2 × × × ×
3 × × × ×
4 × × × × ×
5 × × × ×
6 × × ×
7 × × ×
8 × × ×
9 × × ×

10 × × ×

4.2 Isolated Maximal Clique Detection

This section introduces several interesting properties about concept stability
and provides the isolated maximal clique detection algorithm as shown in
Algorithm 1. In addition, the complexity of algorithm is analyzed and an illus-
trative example is presented to show that how does the algorithm run.

Proposition 1. [6] Given a social graph G = (V,E) and its corresponding con-
cept lattice L(K), if a maximal clique C is isolated, there is an equiconcept (A,B)
corresponding to C and its stability equals to 2|A|−1

2|A| .

Proposition 2. Given a social graph G = (V,E) and its corresponding concept
lattice L(K), the equiconcept (A,B) corresponding to an isolated maximal clique
locates between the top and bottom of the concept lattice.
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Fig. 3. Concept lattice La of Ka.

Proof. Suppose a concept (X,Y ) is a son concept of the concept (A,B), then
by Definition 9, X ⊆ A and B ⊆ Y . Thus ∃x ∈ X ⇒ x ∈ A. Due to |x↑| ≥ |Y |,
and B is a subset of Y , thus |x↑| > |B|. That means x is associated with items
not included in B. Moreover, corresponding node x is associated with nodes
outside the isolated clique. This goes against Definition 3 of isolated maximal
clique. Therefore, (A,B) cannot have son concept. Similarly, it can be proved
that it is impossible (A,B) have father concept. Thus, the equiconcept (A,B)
corresponding to an isolated maximal clique locates between the top and bottom
of the concept lattice. ��
Proposition 3. Given a concept (A,B), if the |A| = 1, then the stability value
of the concept (A,B) is equal to 0.5.

Proof. According to Definition 11, the intensional stability depicts a proportion
of the subsets of A whose closure is equal to B. Since |A| = 1, thus ϕ(A) = {A, ∅}.
That is, all subsets of A have only the empty set and itself. Due to A↑ = B and
∅↑ = ∅, only one subset A satisfies the stability condition in Definition 11. So,
the stability of (A,B) is equal to 1/2. ��
Proposition 4. Given a social graph G = (V,E) and its corresponding concept
lattice L(K), the intensional stability of the son concept of the equiconcept is
equal to the extensional stability of the grandfather concept.
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Proof. Suppose the concept (X,Y ) is the son concept of a equiconcept, due to
the symmetry of the concept lattice of social networks, the concept (Y,X) must
be a grandfather concept of the equiconcept. That means, the extent of son
concept is the intent of grandfather concept. Thus, the intensional stability of
(X,Y ) is equal to the extensional stability of (Y,X). ��

Based on the above property of concept stability, the pseudo code for isolated
maximal cliques detection algorithm is given in Algorithm 1. The algorithm goes
through two parts. The first part aims to obtain all timed equiconcepts as a
basis for mining interesting clique. At the second part, the main purpose of the
algorithm is to select interesting concepts that captures isolated cliques using
concept stability theory.

Algorithm 1 . Concept Stability based Isolated Maximal Cliques Detection
Algorithm
Require:

G = {G1, G2, G3 . . . Gt} //t represents time
Ensure:

Set of isolated maximal clique Î of G
1: Initialize Î= ∅, Ê= ∅
2: begin
3: Construct formal contexts for Gt by Definition 3
4: Lt ← Build concept lattices of Gt

5: for each concept (A, B) ∈ Lt do
6: if (A, B) is an equiconcept then
7: Ê ← Ê ∪ < (A, B), t >
8: σ (A, B) ← calculate the stability index σ of (A,B)

9: If σ (A, B) == 2|A|−1

2|A| then

10: Î ← Î ∪ < (A, B), t >
11: end if
12: end if
13: end for
14: return Î
15: end

A dynamic network G is the inputs of the algorithm. Our algorithm starts
by initializing Î (set of isolated maximal cliques and time nodes) and Ê (set of
timed equiconcepts) to ∅ (Line 1). Then, we build formal context for Gt. Next,
the concept lattice is constructed by our ongoing research which is an algorithm
for quickly generating concept lattice based on dynamic network (Line 4). After
that, we extract the equiconcepts that captures all maximal cliques from lattices
Lt and time dimension into Ê (Lines 5–7). By invoking DFSP to calculate the
stability value σ of timed equiconcept (Line 8), it is determined that if its stable
value satisfies the Proposition 1 (Line 9), its corresponding clique is isolated
maximal clique at that moment. DFSP [15] is the first algorithm to deal with
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the concepts stability calculation efficiently and directly. Lines 10–14 insert the
detected isolated maximal clique into Î and return Î.

Complexity Analysis: The first part of algorithm has O(t1) time complexity
which is the time needed to generate concept lattice. Let |Ê| denote the number of
timed equiconcepts. Thus. the second part of algorithm has O( |Ê| ∗t2) time com-
plexity, where t2 is the time needed to calculate stability index by using DFSP.

Illustrative Example: Let us consider the dynamic network G = {Ga, Gb}
given by Fig. 2. First, we build formal context for Ga (Table.1) and Gb. Next, the
concept lattices La (Fig. 3) and Lb are constructed. After that, we extract timed
equiconcepts which represent maximal clique in social graph from concept lat-
tice. So, we get <{1, 2, 3, 4}, ab>,<{4, 5}, ab>,<{5, 6, 7}, ab>,<{8, 9, 10}, a>,
<{8, 9, 10, 11}, b> and then store into |Ê|. Finally, by calling the DFSP to cal-
culate the stability value, there are two equiconcepts conform to the Eq. (4).
The stability index of <{8, 9, 10}, a>,<{8, 9, 10, 11}, b> respectively equal to
7/8, 15/16. Hence, clique {8, 9, 10} is an isolated maximal clique at time a; clique
{8, 9, 10, 11} is an isolated maximal clique at time b.

5 Experiments

In this section, we conduct the experiments on two networking datasets to eval-
uate the proposed approach. The goal of the experiments is to examine whether
using concept stability is feasible and efficient for detecting isolated maximal
clique. All algorithms are implemented in JAVA language and are run on an
Inter(R) Core (TM) i7-8565U @ 1.80 GHz 1.99 GHz, 20 GB RAM computer.

5.1 Data Set and Configurations

In this paper, two datasets of social network are adopted. Data I [12] is a classical
dataset on the social network of frequent associations between 62 dolphins in a
community living off Doubtful sound, New Zealand. Data II [2] is a network
that represents the schedule of games between college football teams in a single
season. Figure 4 shows the visualization of both dolphin living network and
football network.

Due to the structural specificity of isolated maximal clique, this structure
does not exist in most real social networks, but this structure is also the basis
for mining isolated communities, so we randomly add data to the existing dataset
for synthetic dynamic networks.

5.2 Experimental Results

This section mainly evaluates the proposed approach with two important met-
rics: precision/recall ratio of isolated maximal clique detection. For a given
parameter k and time t, a set of isolated maximal cliques are obtained, the
corresponding precision and recall ratio are defined as follows:
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(a) Dolphin living network (b) Football team network

Fig. 4. The visualization of Dolphin living network and Football team network.

– Precision is the ratio of the number of isolated maximal k-cliques in the
detection results to the total number of isolated maximal k-cliques obtained
by that detection.

– Recall is the ratio of the number of isolated maximal k-cliques in the detection
results to the total number of existing isolated maximal k-cliques.

– F1-score is used to evaluate how well an algorithm can find the isolated
maximal k-cliques from a social graph by fitting the Precision and Recall,
denoted as F1 = 2∗Precision∗Recall

Precision+Recall .

(a) (b)

Fig. 5. Isolated maximal cliques detection precision and recall of the proposed algo-
rithm in Dolphin living network. (a) The precision of the proposed algorithm with
various k at different time. (b) The recall of the proposed algorithm with various k at
different time.

As shown in Fig. 5 and Fig. 6, the precision and recall of the proposed detec-
tion algorithm are measured at different times with different k. Obviously, as
the k increases, the detection precision and recall ratio of the isolated maximum
k-cliques also increase. In particular, when we try to find the isolated maximum
4-cliques, the precision and recall are reach 100%. In addition, we also evalu-
ated the proposed algorithm with various k values based on the F1 score, which
is used to evaluate the efficient of each algorithm to find the isolated maximal
clique from the social network. Figure 7 reports that the proposed algorithm can
effectively find the largest isolated group, especially the group with larger k.
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(a) (b)

Fig. 6. Isolated maximal cliques detection precision and recall of the proposed algo-
rithm in Football team network. (a)The precision of the proposed algorithm with var-
ious k at different time. (b) The recall of the proposed algorithm with various k at
different time.

(a) (b)

Fig. 7. Isolated maximal cliques detection F1 score of the proposed algorithm. (a) The
F1 score of the proposed algorithm with Dolphin living network. (b) The F1 score of
the proposed algorithm with Football team network.

6 Conclusions

This paper aims to detect the isolated maximal cliques from dynamic social
network for identifying the abnormal users in social network to cut off the source
of fake information in time, and reduce the occurrence of security incidents. We
have proposed the concept stability based isolated maximal clique detection
algorithm. Firstly, we used a modified adjacency matrix to construct the formal
context and generated the concept lattice of a dynamic social network. Then,
some unique properties of concept stability have been presented and proved.
Based on the properties, a detection algorithm of isolated maximal clique has
been further proposed. The proposed algorithm has been evaluated by using two
classical datasets. Experimental results have shown the proposed algorithm has
a high F1 score for detecting the isolated maximal cliques from dynamic social
networks.

Acknowledgment. This work was funded in part by the National Natural Science
Foundation of China (Grant No. 61702317), the Natural Science Basic Research Plan
in Shaanxi Province of China (Grant No. 2019JM-379), and the Fund Program for the



Concept Stability Based Isolated Maximal Cliques Detection 143

Scientific Activities of Selected Returned Overseas Professionals in Shaanxi Province
(Grant No. 2017024). This is also a part of a project that has received funding from the
European Union’s Horizon 2020 research and innovation programme under the Marie
Sklodowska-Curie grant agreement No. 840922. This work reflects only the authors’
view and the EU Commission is not responsible for any use that may be made of the
information it contains.

References

1. Babin, M.A., Kuznetsov, S.O.: Approximating concept stability. In: Domenach, F.,
Ignatov, D.I., Poelmans, J. (eds.) ICFCA 2012. LNCS (LNAI), vol. 7278, pp. 7–15.
Springer, Heidelberg (2012). https://doi.org/10.1007/978-3-642-29892-9 7

2. Girvan, M., Newman, M.E.: Community structure in social and biological networks.
Proc. Natl. Acad. Sci. 99(12), 7821–7826 (2002)

3. Hao, F., Min, G., Pei, Z., Park, D.S., Yang, L.T.: k-clique community detection
in social networks based on formal concept analysis. IEEE Syst. J. 11(1), 250–259
(2017)

4. Hao, F., Pei, Z., Yang, L.T.: Diversified top-k maximal clique detection in social
internet of things. Future Gener. Comput. Syst. 107, 408–417 (2020)
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